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Subject:

How DHS Notifies a Facility of Its Preliminary or Final Tiering

Abstract:

Based on the information the Department receives in accordance with § 27.200 and § 27.205 (including
information submitted through the Top-Screen), the Department makes a preliminary determination as to a
facilitys placement in a risk-based tier (preliminary determination of high-risk). The Department shall notify a
facility of the Department's preliminary determination of the facility's placement in a risk-based tier (ranging from
highest risk facilities in Tier 1 to lowest risk facilities in Tier 4).

The covered facility will receive written notification of the Department's preliminary determination of the facility's
placement in a risk-based tier. The Submitters that receive a notification of, A New CSAT Letter is Available for
Your Facility Survey XXXXXXX, must access the DHS communication electronically via the CSAT Portal.
Unless otherwise notified, a covered facility must complete and submit a Security Vulnerability Assessment
(SVA) within 90 calendar days of written notification from the Department or within the time frame specified in
any subsequent Federal Register notice.

The SVA is designed to identify and assess the security of a facilitys critical assets in light of the security issues
raised by DHS in the preliminary tier determination letter.

Following review of a covered facility's SVA, the Assistant Secretary shall notify the covered facility of its final
placement within a risk-based tier, or for covered facilities previously notified of a preliminary tiering, confirm or
alter such tiering. The Department shall place covered facilities in one of four risk-based tiers, ranging from
highest risk facilities in Tier 1 to lowest risk facilities in Tier 4.

The covered facility will receive written notification of the Department's confirmation or alteration of risk-based
tiering (final determination of high-risk letter). The Submitters that receive a notification of, A New CSAT Letter
is Available for Your Facility Survey XXXXXXX, must access the DHS communication electronically via the
CSAT Portal.

Unless otherwise notified, a covered facility must complete and submit a Site Security Plan within 120 calendar
days of written notification from the Department or within the time frame specified in any subsequent Federal
Register notice.

Covered facilities must satisfy the performance standards identified in 6 CFR 27.230. The Assistant Secretary
will issue quidance on the application of these standards to risk-based tiers of covered facilities, and the
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How DHS Notifies a Facility of Its Preliminary or Final Tiering

Preliminary Determination of Risk-Based Tiering

Based on the information the Department receives in accordance with § 27.200 and § 27.205 (including
information submitted through the Top-Screen), the Department makes a preliminary determination as to a
facility’s placement in a risk-based tier (preliminary determination of high-risk). The Department shall
notify a facility of the Department's preliminary determination of the facility's placement in a risk-based
tier (ranging from highest risk facilities in Tier 1 to lowest risk facilities in Tier 4).

The covered facility will receive written notification of the Department's preliminary determination of the
facility's placement in a risk-based tier. The Submitters that receive a notification of, “A New CSAT
Letter is Available for Your Facility Survey XXXXXXX”, must access the DHS communication
electronically via the CSAT Portal.

Unless otherwise notified, a covered facility must complete and submit a Security Vulnerability
Assessment (SVA) within 90 calendar days of written notification from the Department or within the time
frame specified in any subsequent Federal Register notice.

The SVA is designed to identify and assess the security of a facility’s critical assets in light of the security
issues raised by DHS in the preliminary tier determination letter.

Confirmation or Alteration of Risk-Based Tiering:

Following review of a covered facility's SVA, the Assistant Secretary shall notify the covered facility of its
final placement within a risk-based tier, or for covered facilities previously notified of a preliminary tiering,
confirm or alter such tiering. The Department shall place covered facilities in one of four risk-based tiers,
ranging from highest risk facilities in Tier 1 to lowest risk facilities in Tier 4.

The covered facility will receive written notification of the Department's confirmation or alteration of risk-
based tiering (final determination of high-risk letter). The Submitters that receive a notification of, “A
New CSAT Letter is Available for Your Facility Survey XXXXXXX”, must access the DHS
communication electronically via the CSAT Portal.

Unless otherwise notified, a covered facility must complete and submit a Site Security Plan within 120
calendar days of written notification from the Department or within the time frame specified in any
subsequent Federal Register notice.

Covered facilities must satisfy the performance standards identified in 6 CFR 27.230. The Assistant
Secretary will issue guidance on the application of these standards to risk-based tiers of covered facilities,
and the acceptable layering of measures used to meet these standards will vary by risk-based tier. Each
covered facility must select, develop in their Site Security Plan, and implement appropriately risk-based
measures designed to satisfy the performance standards outlined in 27.230(a).

Accessing CSAT Letters:
To access communications regarding Risk-Based Tiering, the Submitter must log into the CSAT portal at

https://csat.dhs.gov/csat using his’/her CSAT username and password. The Submitter must be a CVI
Authorized User, and the Submitter’s CVI number must be associated with his/her CSAT user account.



http://click.csat.ornl.gov/csat�

Once these conditions have been met, you will see the new link, “View My CSAT Letters”, that allows you
to view and acknowledge available letter(s).

NOTES: If you are not yet CVI trained, you may complete CVI training at
https://csat.dhs.gov/cvi_training. At the end of the training you can associate your CSAT user
account with your CVI1 training. If you are a CVI Authorized User and trained, but you have not
yet associated your CSAT user account with your training, you can enter your CVI authorization
number and email address when you login to the CSAT portal.

If you have any questions about CFATS, please contact the CSAT Help Desk by phone at 866-323-2957 or
use the CSAT Help Desk Web Form at http://www.dhs.gov/files/programs/gc_1169501486197.shtm.

A copy of the CFATS regulation, Appendix A Chemicals of Interest List, and other guidance documents
are available at www.dhs.gov/chemicalsecurity.
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